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SecureAuth Guide for Root Certificate Finding 
 
Getting Started - Please take a few moments to read through this document - 
 
This is a supplement guide for the SecureAuth administrator. It explains how to find and export 
the root certificate that signs your ASA identity certificate. 
 
The Cisco IPSec client for Mac cannot leverage the Apply Keychain as the Cisco IPSec client for 
PC’s leverage the Microsoft keystore. Therefore, the root certificate that signs your ASA’s 
identity certificate needs to be discovered and imported into the Cisco IPSec client for Mac, 
VPNClient.app. 
 
The root certificate should be provided to your Apple users along with the SecureAuth certificate 
bundle, your ASA URL, and the SecureAuth Mac Guide, to enable your Mac community to 
successfully connect with their IPSec client. 
 
 
 
The Process -  
 
This document will walk the Administrator through; 
1) certificate discovery and export with Safari on a Mac. 
2) certificate discovery and export with Firefox on a PC. 
3) certificate discovery and export with IE on a PC 
 
Be certain that the correct root certificate has been identified. Most providers offer many 
variants. Only one of the variants is correct for your implementation. 
 
 
Only one of the above methods need be completed to create the root certificate file for import. 
 
 
Please note that screenshots reference the statements preceding them. 
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Safari on a Mac -  
 
Open the Safari browser to your ASA URL and click on the padlock icon at the top right to view 
the ASA Identity Certificate which will show the signing root certificate. In this example, the 
root signing certificate is “Equifax Secure Global eBusiness CA-1”. 

Open the Keychain application and go to Keychains - System Roots and parse to the correct 

certificate.

Make sure to select         
X.509 Certificate (DER)
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Right click on your root certificate and select Export . Select a location for the file, confirm that 
the export extension is .cer, then click save.  This example uses a demo root certificate from 
Equifax. 

 

 

 

 

 

 

 

 

 

Confirm that the 
extension is .cer 
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Firefox on a PC - 
 
Open Firefox and double click on the padlock icon at the bottom right. Select the 
Security icon then View Certificate. In the new window, select the Details tab and view 
the signing root certificate as demonstrated below. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Make a note of the name of your root certificate and close out the new window. Recall 
that this guide uses a demo root certificate from Equifax. 
 
 
 
 
 
 
 
 
 
 
 
 
 

Confirm that the 
extension is .cer 

Root certificate used to sign 
the ASA Identity certificate. 
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To export the root cert open the Tools menu in the Firefox menu bar. Select Options.... 
Click on the Advanced tab then View Certificates. Root certificates are located under the 
Authorities  tab on the new window. Browse to your root certificate, highlight, and select 
Export .  Recall that this guide uses a demo root certificate from Equifax. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
 
When exporting the root certificate be certain to select the DER option. The default PEM 
option will not successfully import into the Apple Keychain application. Save the export 
file and exit out of Firefox.

 

Make sure to select         
X.509 Certificate (DER) 
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IE on a PC -  
Open IE and double click on the padlock icon in the browser bar to view the signing root 
certificate. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
To Export the root certificate from IE go to Tools - Internet Options. Select the Content 
tab then click the Certificates button. Go to the Trusted Root Certificates tab and 
highlight your root certificate and select Export .  Recall that this guide uses a demo root 
certificate from Equifax. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Use the default 

Root certificate used to sign 
the ASA Identity certificate.
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settings for the Certificate Export Wizard. Be sure to export in the DER encoded binary X.509 
(CER) format. Follow the Wizard instructions to complete the root certificate export in IE. 

 


