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SecureAuth Guide for Root Certificate Finding
Getting Started - Please take a few moments to read through thisndecu-

This is a supplement guide for the SecureAuth adtnator. It explains how to find and export
the root certificate that signs your ASA identigriificate.

The Cisco IPSec client for Mac cannot leverageAppely Keychain as the Cisco IPSec client for
PC'’s leverage the Microsoft keystore. Therefore,rtyot certificate that signs your ASA’s
identity certificate needs to be discovered andoirtgal into the Cisco IPSec client for Mac,
VPNClient.app.

The root certificate should be provided to your kppsers along with the SecureAuth certificate

bundle, your ASA URL, and the SecureAuth Mac Guidesnable your Mac community to
successfully connect with their IPSec client.

The Process -

This document will walk the Administrator through;

1) certificate discovery and export with Safari on adM

2) certificate discovery and export with Firefox oR@.

3) certificate discovery and export with IE on a PC

Be certain that theorrectroot certificate has been identified. Most provgdeffer many
variants. Only one of the variants is correct fouryimplementation.

Only one of the above methods need be completexdate the root certificate file for import.

Please note that screenshots reference the statepreneding them.
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Safari on a Mac -
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Open the Safari browser to your ASA URL and clicktbepadlockicon at the top right to view
the ASA Identity Certificate which will show thegsiing root certificate. In this example, the
root signing certificate isEquifax Secure Global eBusiness CA-1

Open the Keychain application and go to Keychai@gstem Roots and parse to the correct
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When Passwords Are Not Enough
To access protected resources both a certificate and a
password are required.
MultiFactor's SecureAuth ™ certificate distribution service
enables simplified certificate deployment.

Simple, Scalable Strong Authentication
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Please enter your username and passward.

T —

_Enroll Now

certificate.
5ee Keychain Access
|% Click to unlock the System Roots keychain. (Q
Keychains
&' login Eorailent Equifax Secure Global eBusiness CA-1
& Microsoft_Intermediate_Certificates Roat certificate authority
&8 Microsoft_Entity Certificates — Expires: Saturday, June 20, 2020 9:00.00 PM PT
@ System @ This certificate is valid
SEEm Name & Kind Date Modified Expires
=] DoD Root CA 2 certificate - Dec 5, 2029 1
E] DST ACES CA X6 certificate - Nov 20, 2017
E] DST Root CA X3 certificate - Sep 30, 2021
Category E] DST Root CA X4 certificate == Sep 12, 2020
"ﬁ\ All Items. [E] EBG Elektronik Sertifika Hizmet Saglayicis: certificate - Aug 13, 2016
» J. Passwords ] ECA Root CA certificate - Jun 14, 2040 Z[ ]
= Certificates =] Entrust Root Certification Authority certificate - Now 27, 2026 |
i =] Entrust.net Certification Authority {2048) certificate -— Dec 24, 2019
E My Certificates [E] Entrust.net Client Certification Authority - Feb 7, 2020 1.
T Keys [£] Entrust.net Client Certification Authority o Oct 12, 2019 |
Secure Notes [E] Entrust.net Secure Server Certification Authority - Feb 4, 2020 1.
] Entrust.net Secure Server Certification Authority - May 25, 2019
&1 Equifax Secure Certificate Authority certificate - Aug 22, 2018
[&] Equifax Secure eBusiness CA-1 certificate - Jun 20, 2020 1
[£] Equifax Secure eBusiness CA-2 certificate - Jun 23, 2019 [
[=! Equifax Secure Global eBusiness CA-1 certificate - Jun 20, 2020 |
[E] Free S5L Certification Authority certificate - Mar 10, 2035 |
E] GeaTrust Global CA certificate - May 20, 2022 | v
L- < >
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Right click onyour root certificate and seleEixport. Select a location for the file, confirm that
the export extension is .cer, then click save.sEHxample uses a demo root certificate from
Equifax.

Keychain Access

@ Click to unlock the System Rot = Q
| Save As: Equifax Secure Global eBusiness CA-1 | &

T O ' Confirm that the

& Microsoft_Intermediate_ Ceri 4 » | |38 = M| | (& Desktop #) (@ search

& Microsoft_Entity_Certificates = eXtenSIOn |Scer
= » DEVICES DeskTop L
& System & swif :
System Roots " rLAces Date Modified | Expires
- Dec 5, 2029 1
- Now 20, 2017
- Sep 30, 2021
Tr— - Sep 12, 2020
A All ltems == Aug 13,2016
» /. Passwords I - Jun 14, 2040 &
o Certificates - g:: ;: ;gi:l i
I;I My Certificates o Feb 7, 2020 1
T Keys File Format: | Certificate (.cer) ) o Oct 12, 2019 |
Secure Notes i Feb 4, 2020 1)
- May 25, 2019
. New Folder | _Cancel } ( Save ) . Aug 22, 2018
— & - Jun 20, 2020 ]
] Equifax Secure eBusiness CA-2 certificate - Jun 23,2019 §
[=] Equifax Secure Global eBusiness CA-1 certificate - Jun 20,2020
[E] Free SSL Certification Authority certificate - Mar 10, 2035 ||
[E] GeoTrust Global CA certificate - May 20, 2022 +
C 3 <>
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Firefox on a PC -

Open Firefox and double click on the padlock icon at the bottom right. Select the
Security icon then View Certificate. In the new window, select the Details tab and view
the signing root certificate as demonstrated below.

Root certificate used to sign
the ASA ldentity certificate.

Make a note of the name of your root certificate and close out the new window. Recall
that this guide uses a demo root certificate from Equifax.
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To export the root cert open the Tools menu in the Firefox menu bar. Select Options....
Click on the Advancedtab then View Certificates. Root certificates are located under the
Authorities tab on the new window. Browse to your root certificate, highlight, and select
Export. Recall that this guide uses a demo root certificate from Equifax.

When exporting the root certificate be certain to select the DER option. The default PEM

option will not successfully import into the Apple Keychain application. Save the export
file and exit out of Firefox.

Make sure to select
X.509 Certificate (DER)

\
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IE on a PC -

Open IE and double click on the padlock icon in the browser bar to view the signing root
certificate.

ot cert
theNSA

To Export the root certificate from IE go to Tools - Internet Options. Select the Content
tab then click the Certificates button. Go to the Trusted Root Certificatestab and
highlight your root certificate and select Export. Recall that this guide uses a demo root
certificate from Equifax.

Use the default
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settings for the Certificate Export Wizard. Be sto@xport in the DER encoded binary X.509
(CER) format. Follow the Wizard instructions to qalete the root certificate export in IE.
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